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Abstract: Social media has become an integral part
of modern life. Beginning with the sharing of
information like messages, pictures, and messages,
many people have moved on to sharing the most
recent news and news-related images in the Media
space, homework assignments, projects, and studios
in the Education space, online portfolios, client
spotlights, and jokes in the Business domain, as
well as music, recordings, and other forms of
entertainment.

Social media is significantly altering how
individuals interact, communicate, and consume
information. It provides businesses with an
additional platform to interact with their customers.
Research efforts to comprehend its consequences
have increased in academics.

However, the risk of data breaches has increased
over time as social media has developed. Social
networking is important, but it also has
consequences for those who abuse the technology.

| Introduction

Social media websites like Facebook, Twitter,
Instagram, Snapchat, and Whatsapp are common
examples. Social media is significantly altering how
individuals interact, communicate, and consume
information. People can interact through social
media in ways we could never have imagined
possible before, unlike before. A quick message on
a computer, mobile device, or even email makes it
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simple to keep up with someone's life. Social media
makes it possible to communicate in both one's
personal and professional lives. Tutors and students
can connect with one another and utilise these
platforms effectively for the purposes of studying
and teaching. While using social media for
information exchange, a lot of security and privacy
is required. The users' information should be kept
private if it is to be kept secret.

Social media has the capacity to alter not just the
message but also the dynamics of political
corruption, values, and conflict dynamics. The
internet has established avenues of communication
that are crucial for disseminating news.

Il Literature Review

As social media has grown through the years, so has
the hazard of statistics breaches. As increasingly
statistics gets placed online, there’s an elevated
danger of hackers, businesses and malicious
interlopers mining your facts in approaches that
undermine private privacy and in few instances
your facts is outright stolen.

There are some main objectives like:

Possible Threats and Privacy risk in Social
Network Sites
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» Breach of Information Disclosure
The main drawback of privacy concerns is that user
credentials resemble a social contract in which users

exchange their own data for monetary or non-
monetary benefits. It goes without saying that wise
consumers will continue to be interested in such a
social contract as long as the benefits outweigh the
exposure risks in the present and the future. The
hypothesis, which states that people choose choices
that allow them to experience the greatest benefits
and incur the fewest costs, is supported by evidence.
It has been configured to take advantage of users'
wishes to expose information provided on social
networking sites. Given that the suggested purpose
is to observe the effects of intrinsic benefits, the
divulgence objective is divided into two constructs:
one assesses a user's pre-reward readiness to reveal,
while the other assesses their prize-driven ability to
disclose. Because intrinsic-extrinsic qualification
was absent from earlier works, it was claimed that
revelation goal could be precisely measured from
significant free developments.

111 METHODOLOGY

Proposed Methodology for Privacy issues in
Social Media Sites

> Predicting the behavior of social media
users

This study goes for discovering the privacy and
privacy in social network sites locales recognition
among Social Media clients. A specimen of 250
understudies was chosen haphazardly from
distinctive piece of the world. A net of 185 polls
were filled effectively and returned. Almost 78% of
the respondents were males, while about 22%of
them were females .On the other hand, roughly 72
of respondents were in the age bunch 20-35 years of
age. Bethat as it may, the quantity of respondents in
the age gatherings "between 28-41 practically got
19% where different gatherings 50 or more is right
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around zero. Instructive level played a high effect
subsequent to 58% are four year certification and
graduate degrees are 21%. The years of utilizing
Internet think about the commonality of
interpersonal organization on the grounds that from
those are utilizing the web for over 10 years are
56% and in the event that we connect the use with
nature of SN it indicates 51 % for decently

recognizable and 49% for extremelywell known .
Then again 90% of this study populace is utilizing
Facebook and 36 % utilizing IslamTag and

62%twitter so this is leeway for us to think about
Facebook protection model.

» Privacy Glitches and Concerns
As it was illustrated in Table 1 that when getting
some information about privacy and how well they
are mindful of protection and terms of conditions,
52% are modestly acquainted with the elements and
redesigns in Social Mediaprotection which was
demonstrated that they are acquainted with the
protection when 87% confine get to some for
certain part in their profile. Be that as it may, in the
matter of changing protection 43% change their
privacy setting every so often which implies just if
anything happened and 47% once in a while change
their protection setting and the same goes for
privacy and record setting.
» Various Possible Threats in Social
Networking Sites
The security issues and privacy concerns are the
major requirements of the social networking sites.
But there were many deadliest attacks persists in all
these social networking sites and safeguarding the
potential users from these heinous attack have been
the challenging task of many social analyst and
developers. The basic security attacks are classified
into three categories.
e Privacy Breach - Find link between nodes
and edges and possibly identify the relation
between them.
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‘ This is totally anonymous
and undetectable.

e Active Attacks - Form the new nodes
intrinsically and trying to connect to the
linked nodes and gain the access tothe other
nodes.

» Privacy Setup on Social Networking Sites
Social network sites destinations work to reinforce
privacy settings. Facebook and other long range
social communication destinations limit protection
as a major aspect of their default settings. It's
essential for clients to go into their client settings to
alter their protection choices. These locales like
Facebook give clients the alternative to not show

individual data, for example, conception date,
email, telephone number, and business status. For
the individuals who decide to incorporate this
material, Facebook permit clients to limit access to
their profile to justpermit the individuals who they
acknowledge as "companions"” to see their profile.
Be that as it may, even this levelof privacy can't
keep one of those companions from sparing a
photograph to their own PC and posting it
somewhere

else. Be that as it may, at present less social media
site clients have constrained their profiles.

For example, let us take how the users to restrict the
profile visibility to others in different social media
sites:

1 Facebook: Facebook's privacy setting for new
users is set to Friends Only. To set this, visit
Settings > Privacy >

Who can see your future posts?

e Twitter: Settings > Security and privacy >
Privacy > Tweet Privacy > Protect my
Tweets.

e LinkedIn: To change this: Settings >
Account > Helpful Links > Edit your public
profile.

e Google+: To change this setting, type the
name of a Circle in the "To" field below
your post before you publishit.

Trust Management and Issues
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Late research has investigated the relationship
between the online revelation of individual data and
privacy concerns and the high hazard identified
with online ruptures of protection. It was also well
suggested that privacy isa term that is hard to
characterize; legitimately, it alludes to one side to
be not to mention, yet it can likewise incorporate
the privilege to choose the degree to which
individual data is revealed, the privilege to focus at
the point when, how, and what data can be imparted
to others . Finding that one's own particular private
data has been scattered internet, including
humiliating photographs or features that are
recovered through phishing tricks or deficient

protection limitations, speaks to a genuine mental
danger. On Facebook, the setting is liquid and
flimsy, which has imperative ramifications in
regards to the administration of privacy on
Facebook. Clients' impression of their gathering of
people are frequently thought little of as far as both
size and scope, and the protection administration
settings are regularly entangled, futile, and demand
particular assessments. Privacy dangers are
regularly thought little of, while the social
advantages emerging from the revelation of
individual data are frequently overestimated.
Besides, online ruptures of privacy are as often as
possible thought to be a working's piece of
Facebook, and solicitations for individual data don't
stress clients. These attributes of privacy
administration impact web unveiling conduct and
clients view they could call their own self-
revelation.

Benefits of social media

* Helps to reach large audience-

Around the world, there are millions of people
using social media platforms. It’s a great
opportunity for anyone who wanted to reach a large
pool of people that are interested in your work you
are offering them. The some of the main platforms
that helps to increase your reach such as Facebook,
Instagram, WhatsApp, Twitter, Snapchat etc.
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IV RESULT

On Which social media channel you are mostly active on?
65 responses

@® Whatsapp
@ Facebook
Twitter
@ Instagram
@ Snapchat

_— ]

f

During the survey, we observed that it is easy to

reach large audience through social media
platforms. According to survey most of the social
media users uses Instagram.

» Education-

Social media has also proved beneficial in
education mainly at a time of covid-19 it makes
easier for students to learn from home, also makes
learning easier by connecting educators and experts
all over the world with the learners. It also helps in
improving skills by enhancing knowledge and
creativity. It creates flexibility in the learning
process where learners and educators can connect at
their own pace of time.

According to survey we have donned, majority of
the users agreed that social media helps in education
sector also.

* Increase awareness-
Social media creates awareness in the minds of

Do you think social media helps in education?

7 13.8%

65 responses

@ Strongly agree
@ Agree

Strongly disagree
@ Disagree
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helps people to do innovations and achieve success
through the enhancement of skills and knowledge.
Social media has made all people aware of
happenings around the world.

Why do you use social networking sites?
65 responses

Sharing information 16 (24.6%)

Stay in contacts with friends 38 (58.5%)

Entertainment 35 (53.8%)

Get information about latest|

o
news trends etc| 34 (52.3%)

0 10 20 30 40

Most of the social media users uses social media to
get information regarding latest trends etc.

During survey we are able to know that social
media also increases awareness by connecting the
huge no. of users across the world.

» Promotion -

Social media is the best platform to promote your
products if you are involved in some kind of
business. As it is easier to connect many people in a
minimum time which also saves time and give
effective results.

Have you ever used social media to promote your products or for any promotion purpose?

65 responses

® Yes
@® No
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We have observed that
according to our survey users are not much
interesting in promoting their products on social
media platform but there are some users who uses it

for promoting their products.

» Easy sharing of information —

It becomes easier to share anything on social media
as it is a best platform to show yourself or to present
yourself. It enhances and showcases the creativity
of a person and helps in reaching it out to millions
of users. You never know by sharing your artistic
creations can pave the way for your success.

How much you share your personal information on social media?
65 responses

@ Shares everything

@ Shares lot but with limited people
Shares very less

@ Not share anything

A

We have discussed that social media makes
information sharing easier, during survey we get to
know that our users shares very less about their
personal information or many of them shares a lot
but with limited people or only with their friends.

Drawbacks of social media
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» Reduces face to face communication-

Nowadays, social media is the most common form
of communication as majority of people are

engaged on social media. But one of the worst
aspects of social media is that it reduces the ability
to communicate face to face. Everyone used social
media to interact with others, and as a result, they
gradually lost their ability to communicate face to
face.Only keyboard or voice communications are
used to communicate on social media.

» Fake news-

Social media spreads everything rapidly. Sometimes
it also promotes fake news which misleads the
community. Social media plays a significant role in
the dissemination of fake news. Anyone can
manufacture fake news on a hot topic and post it on
social media networks without any verification.

Do you think social media misleads the society by promoting fake news?

92%

65 responses

@ Strongly agree
@ Disagree

Agree
@ Strongly disagree

According to the survey, we observed that majority
of the users are in favor that social media misleads
the society by spreading fake news.

+ Addiction-

Another worst aspect of social media is addiction.
People who use social media excessively develop a
significant addition to it. Addiction to social media
has affected the majority of teens. Most individuals
use social media so much that they become addicted
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to it. They are constantly browsing through their
newsfeeds and contributing to them.

How much time do you spend on social media
65 responses

@ 1 hour
@® 11t02hours
2 to 3 hours
@ More than 3 hours

During survey we have observed that most of the
users uses social media more than 2 hours per day
which means most of the users are somehow
addicted to the social media.

* Cyberbullying-

Bullying that takes place on social media platforms
is known as cyberbullying. The majority of people
use false social media accounts to tease others.
They are untraceable and can do anything they
want. They bully others by sending them derogatory
photographs and videos, as well as mock them.
Bullying is made much easier by the use of social
media as everyone is easily reachable. They make
other individuals feel uncomfortable by making
unpleasant remarks by teasing, harassing or abusing
people.

Have you ever been bullied / harrassed on social media ?
65 responses

@ Rarely

@ All the time
Sometimes

@ Never
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the users have never been bullied on social media
which is quiet good thing we get to know. but some
of the users have experienced cyber bullying.

* Health issues-
Excessive usage of social media platforms caused

sleep problems for the majority of social media
users. Excessive usage of social media causes
sleeping problems, primarily in students and
teenagers. People who spend too much time on
social media get depressed and lonely. Our lives
have become increasingly reliant on social media,
and people nowadays use social media as their
primary mode of communication.

During survey we observed that social media has
affected the user’s health but not much. But health
of some users is affected extremely by social media.

Some of the privacy related questions asked
from users

e In survey we have asked users that what
they feel about the privacy policies of social
media, most of them agreed that privacy
policies of social media is quiet effective.

Do you think privacy policies of social media are effective?

65 responses
® Agree
@ Disagree
Strongly disagree
. @ Strongly agree

e In survey we e asked users is their any
private information get leaked or not,
information of most of the users does not get
leaked which shows that the privacy policies
of social media is effective.

Did any private information of yours got leaked?
65 responses

102 @ Yes

@ No
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Has social media affected your health?
65 responses

@ Extremely
@ Not much
Not at all

e In survey we have asked users that
according to them which is the most safest
social networking site, majority of them
replied that WhatsApp is the most safest
channel of social media.

According to you which is the most safest social networking site?

65 responses

37 (56.9%)
14 (21.5%)

12 (18.5%)
2(3.1%)
2(3.1%)
1(1.6%)
1(1.5%)
1(1.5%)
1(1.5%)
1(1.5%)
1(1.5%)
1(1.5%)

Options m se koi safe nahih...
No one
All are sold our information t...

Conclusion

Social media has fastened the pace at which people
communicate, socialize, learn, and conduct
business. People have started to share on social
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technology everywhere in daily life as of all the

social networks. The most part in this review
hoping to reveal some insight into whether online

life is upgrading or obstructing our relational
relationship, however generally how it is affecting
our young age today. As web-based social
networking advances and keeps on developing,
there is a region encompassing so much inspiration,
where society endures and we are neglecting to
address that. By the existence of social media in the
21 century, student life becomes more convenient.
However, to be reasonable and legit we have to say
that online life has its positive results and has it
disadvantages too. The long term effects of the
social media revolution are not known yet neither
on the society as a whole nor on the individuals. In
this manner, an intensive reflection is vital. Since
the effect of social media is subtle and develops

over time, Wilcox (2012) suggests “Eventually, the
way you check this is by raising your mindfulness.
It’s not about not investing time and energy on
social media, but rather just know about what it may
do to you”. As it have been remembered in this

article toward the end it is your social and scholarly
life, or fall as casualty of internet based life’s
negative effects.
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