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Abstract Millions of people have fallen victim
to a wide variety of online scams, many of
which are conducted entirely or partially online,
making internet fraud a big issue in many
nations. The scope and character of this issue
are examined in this article. based on
information gleaned from in-depth interviews
with victims of online fraud, including
pharming, phishing emails, tech support scams,
and numerous online articles. The article
examines the reasons why people fall for
internet fraud. It lists a number of factors that
contribute to fraud, such as the variety of scams,
the tiny sums of money sought, the authority
and legitimacy presented by con artists,
emotional  appeals, embarrassing frauds,
pressure and coercion, grooming, fraud at a
distance, and many strategies.

I INTRODUCTION

There are various fraud tactics used in the
online world. Because of online fraudsters,
these frauds are conceivable. Scams can occur
in a plethora of different ways, including
through phishing emails, social media, SMS
messages on your phone, phone calls posing as
tech assistance, scareware, and more. These
scams' primary objectives can include identity
theft, the theft of credit cards, and the capture of
user login and password information. With
thousands of people losing their hard-earned
money in a matter of minutes, it has truly
become a severe problem. Such instances occur
frequently, and the current state of affairs is
exceedingly bleak, with the likelihood of things
getting worse in the future increasing.

They cannot be stopped until firm action is
taken against these frauds. However, who is in
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charge of the faceless criminals hiding behind
their computers? This is both practically and
conceptually impossible. So where is the
answer to the problem?

Money orders have become almost obsolete.
With the current pandemic situation, cash
transactions have reduced to almost zero.
Online payments seem to be the thing of the
future, one that propels India into the digital age
of independence. The Government launched
online payments portals, and encouraged online
transactions rather than cash transactions, with
the slogan- “Make India Digital”.

With immense technological boost in the
finance and banking sectors of the country,
online frauds in India, have increased in number
as well. Hackers and scammers are finding
more innovative ways to skim off money from
law-abiding citizens. The more digital India
gets, the more ways scammers find to scam
people of their hard-earned money. These are a
few common types of online frauds that have
been registered by the Cyber Crime cell of
India.

Different Methodologies of online fraud

There are different variety of scams in the
online world. Since the fraudsters are quick to
learn from their errors and make it difficult for
the authorities to find them, previous attempts
to curb these scams have all failed. This is the
reason why these frauds are still prevalent and
still wreak havoc on unwary internet users.
Following is a list of the common online
frauds-


https://okcredit.in/blog/digital-india-and-digitalisation/
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Phishing
Pharming
Fake non-profit donation
Fake anti-virus software
Tech support scams

Identity theft

Il LITERATURE REVIEW

Motive behind these scams The primary goal
of online scams is to obtain the targets' financial
information so that the fraudster can utilise it to
transfer any amount of money to their own
bank account.

Although the fraudsters' true motivations aren't
always evident, their immediate goal is
undoubtedly to obtain a sizable sum of money
and flee with it as quickly as they can.

The fact that many online users are afraid to
confidently browse the Internet is the single
factor contributing to the success of these online
scams. This is particularly true if they have only
recently started using the Internet.

Common online scams explanation

Explanation of the Common Online Scams
Due to the complexity of the online scams, it
can be hard for a novice Internet use to
recognise each and every scam. The large
variety of scams makes it even harder for the
user to stay away from the traps set in multiple
websites. That is why it is necessary to have a
sound knowledge about the working of such
scams, so that they can be recognised and
prevented, if not eradicated entirely

Phishing

This is one of the earliest forms of scams.
Phishing refers to the process of creating a fake
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webpage that looks exactly like the webpage it
is mimicking. This is usually a bank or credit
card website. The target user is sent a cleverly
disguised link through email, causing the user
to believe that the email has arrived from the
real bank or Credit Card Company. When the
user clicks on the link, instead of being led to
the original website, the fake website shows up
instead. The unsuspecting user enters his/her
login credentials into the webpage, which are
then sent to the scammer's harvesting page,
which is usually a text file, with a script to
collect the login credentials Once the login
credentials have been entered, the user is then
automatically redirected to the original website,
being none the wiser about the collection of the
login credentials by the fake webpage. This is
the basic working of a phishing scam.

111 METHODOLOGY

Case study- What happened in the case of
the e-mail scam involving ICICI Bank? A
few customers of ICICI Bank received an e-
mail asking for their Internet login name and
password to their account. The e-mail seemed
S0 genuine that some users even clicked on the
URL given in the mail to a Web page that very
closely resembled the official site.The scam
was finally discovered when an assistant
manager of ICICI Bank's information security
cell received e-mails forwarded by the bank's
customers seeking to crosscheck the validity of
the e-mails with the bank.Such a scam is
known as "phishing.

Pharming

Pharming is a cyber-attack by which hacker
install malicious code on personal computer or
server, redirect a website traffic to another
without their knowledge or consents. This is
also called ““Phishing without a lure”. It occurs
when hackers locate vulnerabilities in DNS
software and by rearranging the host file on the
target computer. The term “Pharming” is
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neologism based the word “farming” and
“phishing”. Phishing is a type of social
engineering attack to obtain access credentials
like username, password. Now a year, both
phishing and pharming is used. Now a day for
online identity theft both pharming and
phishing is used. The most popular pharming
targeted website are online banking and e-
commerce websites. Due to lack of security
administration, Desktop are also vulnerable to
pharming threads. Pharming and phishing
threads have been used simultaneously and
these can cause the most potential for online
identity theft. Unfortunately, anti-virus software
is incapable of protecting against these types of
cybercrime. Pharming attack will redirect the
victim to the fake website even though victim
enter the correct website address.

Case study-

A spurt in cyber-attacks has left Lucknow
police in a tizzy as the database of four
companies were targeted and tampered in the
last one week. The biggest cyber-attack was
reported on March 30 when the website of a
Gomtinagar-based company which maintains
database of cane farmers’ transactions with
sugar mills in 12 districts of UP was breached
by hackers who either deleted or changed the
data of around 19 lakh farmers.

Fake Non Profit Donations (Fake Charity)

Charity Fraud is the act of using deception to
get money from people who believe they are
making donations towards a cause. Often a
person or a group of people will make material
representations that they are a charity or part of
a charity and ask prospective donors for
contributions to the non-existent charity.

Case study-Charity Fraud isthe act of using
deception to get money from people who
believe they are making donations towards a
cause. Often a person or a group of people will
make material representations that they are a
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charity or part of a charity and askprospective
donors for contributions to the non-existent
charity.

Tech Support scams

A technical support scam, or tech support scam,
is a type of fraud in which a scammer claims to
offer a legitimate technical support service.
Victims contact scammers in a variety of ways,
often through fake pop-ups resembling error
messages or via fake "help lines" advertised
on websites owned by the scammers. Technical
support scammers use social engineering and a
variety of confidence tricksto persuade their
victim of the presence of problems on
their computer or mobile  device, such as
amalware infection, when there are no issues
with the victim's device. The scammer will then
persuade the victim to pay to fix the fictitious
"problems” that they claim to have found.
Payment is made to the scammer through ways
which are hard to trace and have
fewer consumer protectionsin  place which
could allow the victim to claim their money
back, usually through gift cards.

Case study-

Three Indian nationals, who had initially come
to Singapore to study, were sentenced to prison
for participating in a transnational money mule
syndicate that was perpetrating "“tech support
scams," a media report said.

On Wednesday, Nandi Niladri, 24, was handed
the stiffest sentence of 18 months in prison,
after he pleaded guilty to three charges under
the Payment Services Act and one count of
obstructing the court of justice, the Straits
Times newspaper reported.

Another man, Akash Deep Singh, 23, who
dealt with cash totalling more than SGD
118,000, pleaded gquilty to three charges,
including an offence under the Act, and was
sentenced to a year in jail, the report said.

The third offender, GiriDehjit, 24, was
sentenced to seven months' jail after he pleaded
guilty to two charges, including an offence
under the Act.


https://en.wikipedia.org/wiki/Fraud
https://en.wikipedia.org/wiki/Technical_support
https://en.wikipedia.org/wiki/Pop-up_ad
https://en.wikipedia.org/wiki/Error_message
https://en.wikipedia.org/wiki/Error_message
https://en.wikipedia.org/wiki/Error_message
https://en.wikipedia.org/wiki/Website
https://en.wikipedia.org/wiki/Social_engineering_(security)
https://en.wikipedia.org/wiki/Confidence_trick
https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/Mobile_device
https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Consumer_protection
https://en.wikipedia.org/wiki/Gift_card
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He had received multiple inward transfers
totalling more than SGD 61,000, it said.

Giri and Nandi came to Singapore to study in
2019, while Akash arrived the following year.
Court documents, however, did not disclose
details of the colleges they were studying in.
The trio were the last offenders linked to the
case to be dealt with in court.

IV RESULT

Chart to Express Cases in India

Number of aber crimes

2012 2013 2014

2015 2016

India saw a significant jump in cyber crimes
reported in 2020 from the previous year. That
year, over 50 thousand cyber crime incidents
were registered. Karnataka and Uttar Pradesh
accounted for the highest share during the
measured time period.

Uttar Pradesh leads the way

The northern state of Uttar Pradesh had the
highest number of cyber crimes compared to
the rest of the country, with over six thousand
cases registered with the authorities in 2018
alone. India’s tech state, Karnataka, followed
suite that year. A majority of these cases were
registered under the IT Act with the motive
to defraud, or sexually exploit victims.

4.
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It's a numbers game

It was estimated that in 2017, consumers in
India collectively lost over 18 billion U.S.
dollars due to cyber crimes. However, these
were estimates based only on reported numbers.
In a country like India, it is highly likely that the
actual figures could be under-reported due to a
lack of cyber crime awareness or the
mechanisms to classify them. Recent
government initiatives such as a dedicated
online portal to report cyber crimes could very
well be the main factor behind a sudden spike
in online crimes from 2017 onwards.

Measure To Prevent Getting Scammed In
Online World

Use verified apps only-

Mobile apps have changed the way we shop
and transact. Every time you install an app on
your device, make sure you are using a verified
app. Whether it’s a financial app or a new
game, download only from official play stores
like Google Play Store, Windows App Store or
Apple App Store.

Use secure connections only-

The urge to use free Wi-Fi at a cafe, hotel
lounge or airport can also lead to financial
fraud. Avoid using public hotspots for making a
financial transaction. Public networks are more
prone to the risk of data theft since their
encryption can be cracked easily to access your
account’s crucial information.

Browse on authorised websites only-

Beware of imposter websites that may look
professional or carry the same domain name as
the original one in the URL. Look for "https:/"
before "www" and the lock icon on the address
bar of your browser.

. Be vigilant while using card-


https://www.statista.com/statistics/1098603/india-total-cyber-crimes-registered-by-leading-state/
https://www.statista.com/statistics/1098667/india-fraud-as-motive-for-cyber-crime-by-leading-state/
https://www.statista.com/statistics/1098759/india-sexual-exploitation-as-motive-for-cyber-crime-by-leading-state/
https://www.statista.com/statistics/799875/countries-with-the-largest-losses-through-cybercrime/
https://www.statista.com/statistics/799875/countries-with-the-largest-losses-through-cybercrime/
https://www.statista.com/statistics/799875/countries-with-the-largest-losses-through-cybercrime/
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Always make a card payment in front of your
eyes. Be sure that the POS machine is 100
percent genuine. There are dozens of stories
about cards being cloned by skimmers since the
card was out of sight while the transaction was
being done. Don’t let anyone steal your hard-
earned money because of your negligence.
Don't compromise on security software for
phones/computers-

Everyone wants their payments to be secure but
how many of you pay attention to your mobile
and computer’s security software, web browser
and operating system. Update your PC/laptop
and mobile security to prevent online
mishappenings. Also, always set up strong
passwords with a combination of special
characters, letters, numbers and upper and
lowercase. Don’t forget to change the
passwords on a regular basis

Don’t share personal information with
anyone-

Never share your personal information online
or offline, unless you are absolutely sure about
the authenticity of the representative. There can
be a possible scammer hiding behind a stranger
or any third party posing as an executive from a
bank or financial institution. Always verify the
identity of the person asking for your financial
details. Bank authorities never ask for sensitive

Perience  Link baiting, spurious emails and
SMS are the most common forms of trapping
people into fraud. These links may seem
genuine and attract your attention with claims
of lottery or a job overseas. Do not follow any
such links, as they may lead you to a phishing
site and rob you off your mobile’s security
features. It's better to hang up in case you
receive an unsolicited call.
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information like OTP, CVV on calls. Also,
sharing important financial details like bank
name, branch, account number, etc on social
media is a big no.

Never click on suspicious links on SMS or
emails

Every year, thousands of people fall prey to
banking scams with the internet becoming one
of the most popular tools to commit fraud.
These basic measures can help you protect
yourself from being a victim of online fraud.

In case your debit or credit card is lost or stolen,
informing the bank immediately and getting it
blocked is the first step to avoid a financial loss.
Timely blocking the card can save your
financial security from being compromised.

V CONCLUSION

Although it is impossible to curb all forms of
online scams in the near future, it is indeed
possible for the average netizen to be safe from
the dangers of such scams, by staying away
from them. This might surely appear to be a
challenge, and it will take some time to
recognise and educate netizens about all such
scams. However, for a smooth browsing
experience, it is indeed essential that the
netizens first learn about these scams, so that
they can then proceed to have an uninterrupted
browsing ex
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